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About Blue Medora C/ Dile

Founded 2007 — Privately Backed

Independent ISV focused exclusively on developing extensions for the
Tivoli SAPM product portfolio

OEM Developer of IBM Tivoli Composite Application Manager (ITCAM) for
Applications: PeopleSoft & ITCAM for Applications: Siebel CRM

Only ISV (other than IBM) to have developed commercial IBM Tivoli
Monitoring (ITM)/ and Tivoli Common Reporting (TCR) Report packages



Product Portfolio & Roadmap C/ Diue

- 8 IBM Tivoli Monitoring Agents released in the past 12 months
=% |TCAM for Applications: PeopleSoft Enterprise 6.2.2(OEM Licensed)

27 blue
24 blue
24 blue
24 blue
24 blue

24 blue
24 blue

Tivoli Monitoring Agent for IBM Tivoli Directory Server

Tivoli Monitoring Agent for Symantec Endpoint Protection

Tivoli Monitoring Agent for Files & Directories

Tivoli Monitoring Agent for Ping Probe

Tivoli Monitoring Agent for Remote SSL Certificates

Tivoli Monitoring Agent for Amazon Elastic Computer Cloud (EC2)
Tivoli Monitoring Agent for Amazon Simple Storage Service (S3)

- 4 IBM Tivoli Monitoring Agents Currently Under Development

=5 |ITCAM for Apps: Siebel CRM 6.2.4

24 blue
24 blue
24 blue

Tivoli Monitoring Agent for Citrix XenServer (July 2010)
Tivoli Monitoring Agent for Google App Engine (Q3/10)
Tivoli Monitoring Agent for Microsoft Azure (Q3/10)



Product Portfolio & Roadmap (TCR Reports) C/ Dlle

= 4 TCR Report Bundles released in 2009
— 2% TCR Reports for ITCAM for Applications: PeopleSoft
— 2 blue TCR Report Package for IBM Tivoli Directory Server
— ¢ blue TCR Report Package for Remote SSL Certificates
— &4 blue TCR Report Package for Ping Probe



Blue Medora ‘Ready for IBM Tivoli’ Solutions t/ MU@

Ready for

=== | Tivoli.
mm

9 Tivoli Certified Tivoli Monitoring Agents
3 Tivoli Certified TCR Report Packages
12 Blue Medora Tivoli Certified Solutions

World’s Leading ISV focused on Tivoli

Monitoring Value-Added Products




ITM Agent for Remote SSL Certificates Highlights C/ Duie

- Extends IBM Tivoli Monitoring (ITM) by adding the capability of remotely
interrogating X.509 digital certificates throughout the enterprise and determining
whether the certificates are in danger of expiring or have expired

«  Two distinct Configuration mechanisms designed to provide ITM Administrators
maximum flexibility in their approach to defining the Certificates to be monitored

«  When combined with the accompanying TCR Report Package ITM Administrators
are able to quickly and easily generate high level reports detailing the overall
status of their remotely deployed X.509 certificates -- providing a pro-active
understanding of when certificates will be expiring in the organization and causing
outages.

- Supports monitoring of Certificates on standard SSL enabled TCP/IP hosts as well
as TLS/SMTP accessible hosts

e [Readyfor
- IBM Certified il A —
~ ZEE. | Tivoli.
o Ready for IBM Tivoli



Consistency With Existing ITM Infrastructure b blue,.,bu\,.a

ITM Agent for Remote SSL Certificates has been designed from the ground up to look,
feel, and operate like IBM-developed ITM agents in terms of ITM remote deployment,
manageability via ITM command-line utilities, installation and configuration

File Edit View Help
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@l [Certificate Status|

| Expired Certificates

] Agent Data Provider Log
Q Performance Object Status
Warehouse Proxy
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[7] sSL Certificates Results ¢ 3T D B O x
Alias Hast Port @ g:rt?ﬁlégm gf;;}'rgifc:ﬁ Issuer D"Efgg’es & Egg;
Expires Date

Nearly Expired Example | www.microsoft.com 443 64 02/09/10 14:16:37 | CN=Microsoft Secure Server Authority, DC=... NIA Successful
Good Cert Example zeus.bluemedora.localnet 443 3461 05/30/11913:07:48 | O=VMware Installer INIA Successful
Unreachable Example bloodhound. bluemedora.localnet | 636 0 NIA

Example Expired tdsB2-win32 636 -154 07/05/09 13:47:28 | CN=tds62-win32.hluemedora.localnet, O=... MNIA

Example No SSL tw3g3 1920 |0 NIA

Example Good www.google.com 443 110 03/2711018:20:07 | CN=Thawte SGC CA, O=Thawte Consultin... INIA Successful
Example Good POP3 pop.gmail.com 995 222 07M7/1013:26:55 | CN=Google Internet Authority, O=Google In... MNIA Successful

4 [ »

\ H (® Hub Time: Sun, 12/06/2008 10:05 PM H O Server Available “ SSL Certificates Results - TW3G3 - SYSADMIN




15t Class Citizens of the Tivoli Monitoring Ecosystem t/ b\ue

File Edit View Help

ITM Agent for Remote
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sz‘ KB4_35SL_Certificate_ Expired Example SSL_Services:TW3G3:B4 12/06/09 22:15:53 tds62-win32

Remote SSL

& Warning

=
£ \ﬁ‘ KB4 Unsble_to_Read Cert Example SSL_Services:TW3G3:B4 12/06/09 22:16:04 tw3g3
Certlﬁcates Agent ‘ﬁ‘ KB4 _S3L_Cert Near Expiration Example SSL_Services:TW3G3:B4 12/06/09 22:15:45 W . microsoft. con
Ieverage ITM’S Tivoli L&?j KB4_Host_Unreachable Example S5L_Services:TW3G¢3:B4 12/06/09 22:15:36 bloodhound.bluenedora. local

Enterprise Portal

(TEP) visualizaﬁon KFWITM1011 Select workspace link button to view situation event results.
Lié z T T o
efeas . Unreachable Example | bloodhound bluemedoralocalnet |636 |0 Ni4 | Unreachable
Capab"ltles to include Example Expired tels62-win32 636 M 07/05/09 13:47:28 | CN=tdsB2-win32 bluemedora.localnet, 0. | NA | Successiul
. Example No S5L tw3g3 1920 |0 N4 |NoCertFound
best practices, expert [eampiecoo www.google.com 443|110 03(27/10 18:20:07 | CN=Thawte SGC CA, O=Thawte Consulti. | NA | Successful
. . Example Good POP3 | pop.gmail.com 995 | 222 07/7/10 13:26:55 | CN=Google Internet Authority, O=Google L. | NiA | Successful
advice, customized
workspaces, and
historical data
4 »

gathering

\i @ Huh Time: Sun, 12/06/2009 10:16 PM ‘ O senver Available | 8SL Certificates Results - TW3G3 - SYSADMIN




Agent Configuration — Global Config Options

SSL Certificates can
be added via
Traditional ITM
Agent Configuration
panels and / or an
Remote Certificate
Configuration file (in
CSV format) that
provides for the
configuration of up
to thousands of SSL
Certificates

= Agent Configuration

& Basic Configuration
0 Optional Cert Config File
0 Remote X.509 Cetificates

< agent Configuration

Remote certificate config file

& Basic Configuration
& Qptional Cert Config File
0 Remote X.509 Certificates

Browse |

t}‘ bllle...wu.a

Location of Dptional External Remote Certificates File

Encrypted connections to be monitored New
Connection Details
Delete I
Hosthame @ |smtp.gmail.com
Port 455587
Service Type IW,
Alias Igma“
Connection Details
Delete |
Hostname @ |zeus.bluemedora.localnet
Port |443
Service Type m
Alias l
Back Next Home oK Cancel




TCR Reports for Remote SSL Certificates

Focused Reports on Overall SSL
Certificate status, Nearly
Expired Certificates, and
Expired Certificates

Based on data collected by ITM
and stored in the Tivoli Data
Warehouse

IBM Ready for Tivoli certified

EEE ’ Tivoli.

2 blue

IGSKit - Certificate Overview

27 blue

Remote SSL Certificates - All Certificates

https://ter-db2:16316/TCR/Reports/ view|

Tivoli.

Certificate Overview Report Parameters

Date December 7, 2010 3:29 PM Node

X.509 Certificates Summary

All Hosts Sampled - Detailed Breakdown

IntranetWebServers:TCR:B4

EEEEC

——Total 4 (11.43%)

Total: 28 (80%) — ~——Total: 1 (2.86% )
~—Total: 1 (2.686%)

Total: 1 (2.86%)

About to Expire

Certificates in Good Standing
Expired

No Certificate Found
Unreachable

1 of 2

Alias Host Name Port Expiration Date Days Until Expiration Error

VMware ESX Server - ESX_Server 01 443 Unknown Unknown No certificate found

Windows

VMware ESX Server - ESX_Server_02 443 Unknown Unknown Unreachable host

RHELS

VMware ESX Server - ESX_Server 03 636 Expired Expired Expired

SLESI0

Web Server - TCR Web_Server 01 995 January 31, 2010 5:45 55 About to Expire
AM

Web Server - Hosted Web_Server_05 443 February 1, 2010 6:01 56 About to Expire

Customer Site 01 AM

12/7/2009 4:43 PM|




Focus Areas — ITM Agent for Ping Probe C/ Diue

The Remote SSL Certificates Agent for ITM helps answer the following
types of questions:

— Which SSL Certificates in our environment are near expiration?
— Which SSL Certificates in our environment have expired?

— How many SSL Certificated in our environment currently Good, Expired, or
Near Expiration?

— Can the Agent reach the Configured SSL Hostname/Port combination?

— Is the Configured SSL Hostname/Port combination really enabled to use SSL?



Platform Support C/ Diue

= IBM Tivoli Monitoring (ITM)

ITM 6.2.0 FP3 +
ITM 6.2.1 FP2 +
ITM 6.2.2 +

= Operating systems

Windows 2003 and 2008 (32 and 64-bit)

Red Hat Enterprise Linux 4 and 5 on Intel (32 and 64-bit)

Red Hat Enterprise Linux 4 and 5 on Power (64-bit)

Red Hat Enterprise Linux 4 and 5 on IBM zSeries (32 and 64-bit)

Suse Linux Enterprise Server (SLES) 10 and 11 on Intel (32 and 64-bit)

Suse Linux Enterprise Server (SLES) 10 and 11 on Power (64-bit)

Suse Linux Enterprise Server (SLES) 10 and 11 on IBM zSeries (32 and 64-bit)
AlIX5.3and 6.1

Solaris 9 and 10 (Sparc)

HP-UX |A64



Blue Medora Key Contacts & Support Info C/ nlue

= Blue Medora Sales Contact
— Nathan Owen
« IBM Email:
« Blue Medora Email:
« Phone: +1.616.719.4550

= Blue Medora Technical Contact
— Jeremy Rowe
« IBM Email: rowej@us.ibm.com
« Blue Medora Email jeremy.rowe@bluemedora.com
« Phone: +1.616.719.4550

= Online Resources
— Product Page -> http://www.bluemedora.com/product/page/52
— Camtasia Web Demo -> http://bluemedora.com/flash_demos/GSK/index.html
— Documentation -> http://www.bluemedora.com/page/48
— Evaluation Download ->



¢ bluemedora

Questions?



Backup



Remote Certificates Agent Top Level Workspace

File Edit View Help

Ae-% D0 BASB8UH NOFLEN QLhAACHYOEREVEsBE L0006 | 5]
o< Havigator 2 0B _[ln Remote SSL Certificate Expiration Summary D S~ | | IO — I o R
< @ view: |Physical I~ &
Enterprise
[ Linux Systems
= 89 windows Systems
LI SIEBEL81WIN L
LE SIEBEL81WING
& 303 ) h Eeood cetificates
= emme_SSL Certificates o) O cetificates Near Expiration
Cettificate Status M Expired Certificates
] Agent Data Provider Log
] pPerfarmance Object Status
wWarehouse Proxy
| o Physical
[] sSL certificates Results 2% -M-B-0-%
Days until Certificate R
Alias Host Port |@ Certificate Expiration Issuer D"Ei';:::es o ggg;
Expires Date
MNearly Expired Example | www.microsoft.com 443 64 02/09/10 14:16:37 | CN=Microsoft Secure Server Authority, DC=... NIA Successful
Good Cert Example zeus.bluemedora.localnet 443 3461 05/30/M1913:07:48 | O=VMware Installer INIA Successful
Unreachable Example hloodhound.bluemedora.localnet | 636 0 MNIA
Example Expired tdsB62-win32 636 07105409 13:47:28 | CN=tds62-win32.bluemedora.localnet, O=... INIA Successful
Example No SSL tw3g3 1920 |0 MNIA
Example Good wwww.google.com 443 110 03/27/11018:20:07 | CN=Thawte SGC CA, O=Thawte Consultin... NIA Successful
Example Good POP3 pop.gmail.com 995 222 07/17M013:26:55 | CN=Google Internet Authority, O=Google In... MNIA Successful
4 | »

H (%) Hub Time: Sun, 12/06/2008 10:05 PM

” ) server Available

“ SSL Certificates Results - TW3G3 - SYSADMIN




/ N P
Remote Certificates Agent Alternate Workspaces - blue...buu[d

File Edit View Help
AE-» JH EEBRIC8UE NSLEY QQAECHEIEREVEsBE&0MHE | @
=4~ Havi 2 M B3 _lo Remote SSL Certificate Expiration Summarny ey a1 110 = I R

RYES view: |Physical - Q | |2
Enterprise

|31 Linux Systems
= © windows Systems
LE| SIEBELE81WIN L
LE| SIEBEL81WING
& &8l TW363 ) ¢ Héood Cetificates
& & emote'SSL Certificates | O certific ates Near Expiration
Cerificate - - B Expired Certificates
] agent Data Workspace »| 5 Expired Certificates
LJ Performanc Take Action... » | B Nearly Expired Certificates
Bros: g [ Good Certificates
6]  Launch 5  Certificate Not Detected
o i v S5L Certificates Results } i
o Physical | [E—— = 2.0 20
[T] ssL certificates Results | [I]  Splitvertically s T M B O x
B Splithorizontally Days until Certificate T
Alias & Print Preview... Port | @ Certificate Expiration Issuer i
@ . Expires Date
MNearly Expired Example | wy Print... 443 64 02/09/10 14:16:37 | CN=Microsoft Secure Server Authority, DC=redmaond, DC=co... INIA S
Good Cert Example ze Q Find... 443 3461 05430019 13:07:48 | O=VMware Installer INIA S
Unreachahle Example blg Properties... t | 636 0 INIA
Example Expired tdsB2-win32 636 07/05/0913:47:28 | CN=tds62-win32. hluemedora.localnet, O=Blue Medora LLC... NIA
Example No SSL tw3g3 1920 |0 INSA
Example Good www.google.com 443 110 03727110 18:20:07 | CN=Thawte SGC CA, O=Thawte Consulting {Pty) Ltd., C=ZA INIA S
Example Good POP3 pop.gmail.com 9495 222 07M711013:26:55 | CN=Google Internet Authority, O=Gooagle Inc, C=US MNIA S
4 | >

| (% Hub Time: Sun, 12/06/2008 10:18 P | @ senver Available | S5L Certificates Results - TW3G3 - SYSADMIN




Remote Certificates Agent Example Situations

b‘ bllle...wuna

File Edit View Help
fA@-9 D BEASE8UE NeLEYN QIMACCUADNERENE2BEL0M0E |
o<~ Havigator 2 0O B
< @ I~ Q
Enterprise
[ Linux Systems
= 8 windows Systems

L SIEBEL81WIN

L SIEBEL81WIN3
= &) Twaca ]

)

_ [l Remote SSL Certificate Expiration Summarny D r ~au | | I N s B

3

View: |Physica|

(= = 1 I

@ Critical

‘Z’ KB4 _3SL_Certificate Expired Example SSL_Services:TW3G3:B4 12/06/09 22:15:53 tdsbZ-win32
& Warning
‘ﬁ‘ KB4 Unable to_ Read Cert Example SS5SL_ Services:TW3G3:B4 12/06/09 2Z:16:04 tw3g3
l_gé_l KB4 SSL Cert Near Expiration Example SSL_ Services:TW3G3:B4 12/06/09 2Z:15:45 W reicrosoft. com
lﬁl KB4 Host_ Unreachable Example SSL_Services:TW3G3:B4 12/06/09 2Z2:15:36 bloodhound.bluemedora. local

KFWITM1011 Select waorkspace link hutton to view situation event results.

e v - e e ——r
Unreachahle Example hloodhound.bluemedora.localnet | 636 | 0 ] INIA weachable |
Example Expired tds62-win32 636 07/05/09 13:47:28 | CN=tds62-win32 bluemedoralocalnet, O.. |  N/A
Example No SSL tw3g3 1920 |0 MNIA i I
Example Good www.google.com 443 110 03/27M1018:20:07 | CN=Thawte SGC CA, O=Thawte Consulti... MNIA Successful
Example Good POP3 pop.gmail.com 995 222 07/1711013:26:55 | CN=Google Internet Authority, O=Google |... MNIA Successful

H @ Huh Time: Sun, 12/06/2009 10:16 PM

“ ) Server Available

“ SSL Cerificates Results - TW3G3 - SYSADMIN




< Agent Configuration

& Basic Configuration
& QOptional Cenrt Config File
o Remote X.509 Certificates

Configuration using Standard ITM Configuration

2 bluemedora

Encrypted connections to be monitored New...
Connection Details
Delete l
Hostname [(2) |smtp.gmail.com
Port 465587
Service Type ITLS"SMTPLI
Alias Igma“
Connection Details
Delete I
Hostname IZ?J |zeus.bluemedora.localnet
Port |443
Service Type ISSL LI
Alias I
Back | Next | Home | oK | Cancel




Configuration Example using External CSV File

é}‘ blueumuum

¥ kB4_hosts_sample.csy - Notepad =] B3
File Edit Format View Help

To monitor a hgst, add entries to this file in the form of :J
Host, Port, Alias
without the leading '#' symbol

CONFIGURATION FILE RULES

Fields must be comma separated

. Commas are not supported within any field

Blank Tines are discarded

The file is read and cached until agent is stopped. Restart the agent to have the age
Lines that begin with '#' as the first non-whitespace character are skipped as commen
Both the Host (field 1), and port(field 2) are reguired

Leading and trailing whitespace is trimmed from all configuration fields

If the service type is not specified, the service sSsL will bhe set

If the alias is not provided it will be set to host:port

OO~ w2

As of right now the only two supported services types are traditional SSL connections am
EXAMPLES

Unix, Linux and windows Examples - remove the Teading '#' symbol to activate an example
Host, Port, Aalias, Service Type

gmail.com, 443, E-Mail, SSL
?mai1.c0m, 443

ocalhost, 443, my local machine
locaThost, 3000

———————— To specify a host that uses the tls/smtp service do the following —-———————-

FHFEFEHEFEFE R FFE R FFE R FEF R FF R FFE R EF

# smtp.gmail.com, 587, sm?t via tls gmail, tls/smtp
smtp.gmail.com, 587, gmail, tls/smt

zeus. bluemedora. localnet, 443, , ss
www.microsoft.com, 443

«| | Z

Sf




Using Agent Instances for Different SSL Categories t/ b\ue

l: Manage Tivoli Enterprise Monitoring Services - TEMS Mode - [Local Computer]

Actions Options Yiew Windows Help

Eislo| & & 2

Service/Application I TaskfSubSystem I Configured I Status l Configuration I Startup l Account | Desktop l
E}{"ﬂ Eclipse Help Server HELPSYR Yes Started up-to-date Auto LocalSystem Mo
Tivoli Enterprise Portal Browser Yes MIA MJA MIA MJA
Tivoli Enterprise Portal Desktop Yes MIA MJA MIA MA
_,}{‘ES‘ Tivoli Enterprise Portal Server KFWSRY Yes (TEMS)  Started up-to-date Auto LocalSystem Mo
@ =2 \Warehouse Summarization and Pruning Agent Primary Yes (TEMS)  Stopped up-to-date Auto LocalSystem Mo
f_X"ﬂ \Warehouse Proxy Primary ¥es (TEMS)  Started up-to-date Auto LocalSystem Mo
X 22 Monitoring Agent For Remate S5L Certificates LDAP_Servers Yes (TEMS)  Started up-to-date Auto LocalSystem  MNo
Sk 22 Monitoring Agent For Remate S5L Certificates ITM_Servers Yes (TEMS)  Started up-to-date Auto LocalSystem Mo
X 22 Monitoring Agent For Remate SSL Certificates Intranet_Web_Servers Yes (TEMS)  Started up-to-date Auto LocalSystem  MNo
k=2 Monitoring Agent for Remote SSL Certificates External_Web_Servers Yes(TEMS)  Started up-to-date Auto LocalSystem Mo
& Monitoring Agent For Remote SSL Certificates Template M/A
%O Tivoli Enterprise Monitoring Server TEMS1 Yes Started up-to-date Auto LocalSystem Mo




File Edit View Help

Certificate Near Expiration — Sample Situation

o hluemedora

| . | | f | c oy — == == |
A@E-9- N HBARBE0H NOSSLEY QQAECHEIEVME  BE@LDHE | 3
4 Havigator 2 @ B | |[C] nitial Situation Values ¢ 3T 0 B O x
N ¢ view: Physical |=| @& | ||  Days until o
: 4 Cerificate A ST Node Timestamp Alias
t_‘:_nterpnse Expires
[ Linux Systems 64 Successful Example_SSL_ServicesTW3G3:B4 | 12/06/09 22:14:49 | Nearly Expired Example | w1t
= © Windows Systems
LEH SIEBEL81WIN Ll
Li| SIEBELS1WINS H =
= &) Tw3e3 <
= Remote SSL Certificates [7] current Situation Values s 3T 0D B O x
= €l Certificate Status ~ Days until ——
51[kB4_sSSL_Cent_Near_Expiration]| |4 Certificate | (%) S Node Timestamp Alias
L] Agent Data Provider Log Expires
Q Performance Ohject Status 64 Successful Example_SSL_Services TW3G3:B4 12/06/09 22:16:52 | Nearly Expired Example | w1
< | »
o Physical - | >
47 Command View 1 1251 = B o B0
Take Action =
~Action Expert Advice 8 bluemedora =
Name: l<Select Action= I~] o
Comman: | ] KB4_SSL_Cert_Near_Expiration
F— Situation Description Situation Description
Arguments... ‘ Suggested Actions ) o
Remote SSL certificate expires in 90 or less days
~Destination Systems
Suggested Actions
Remote SSL Certificate will expire in less than 90 days.
A security administrator should review the certificate and determine
whether it needs to he renewed. =
l Run ‘ %
L ~ ||[Done

H @ Hub Time: Sun, 12/06/2009 10:17 PM

H () Server Available

H KB4_SSL_Cert_Near_Expiration - www.microsoft.com - TW3G3 - SYSADMIN I




TCR Report — Overall SSL Certificate Status

[GSKit - Certificate Overview

¢2 bluemedora

Remote SSL Certificates - All Certificates

https:/ter-db2:163 16/ T CR/Reports/view

IEM. Tivoli.
CITT—

te Overview Report Parameters

Date December 7, 2010 3:29 PM

X.509 Certificates Summary

Node IntranetWebServers:TCR:B4

Total: 28 (80% ) —

All Hosts Sampled - Detailed Breakdown

EEEEO

——Total: 4 (11.43%)

~—Total: 1 (2.86%)
Total: 1 (2.86%)

Total: 1 (2.86%)

About to Expire

Centificates in Good Standing
Expired

No Certificate Found
Unreachable

Expiration Date

Days Until Expiration Error

Alias Host Name Port
VMware ESX Server - ESX_Server 01 443
Windows

VMware ESX Server - ESX_Server_02 443
RHELS

VMware ESX Server - ESX Server 03 636
SLESI0

Web Server - TCR Web_Server 01 995

Web Server - Hosted Web_Server_ 05 443
Customer Site 01

1 of2

Unknown

Unknown

Expired

January 31, 2010 5:45
AN

February 1, 2010 6:01
AM

Unknown

Unknown

Expired

55

56

No certificate found
Unreachable host
Expired

About to Expire

About to Expire

12/7/2009 4:43 PM
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